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Abstra ct. We present a new method of lattice sieving which we expect to
be faster by a constant factor than the method of Pollard, and which has
been used in recent GNFS records. We also explain how to e�cien tly split
the sieving region among several computing nodes and analyze the asymptotic
behaviour of the cost of sieving on a large parallel computer.

The asymptotic behaviour of the cost parallelized sieving has recently been
analyzed by D. Bernstein ([Ber]), who assumed that a two-dimensional mesh
is used. We prop osea parallelized lattice siever using a butter
y-lik e top ology.
The Bernstein cost function for this siever is superior to the cost function for
the methods prop osed by Bernstein, both asymptotically and for pro jects of a
size comparable to current factorization records. For very large pro jects, of a
size well above RSA1024, one may encounter problems realizing this top ology
in three-dimensional Euclidean space. We will explain in Remark 3 in the last
section that this problem is unlik ely to occur for pro jects of a feasible size.

1. The algorithm f or la ttice sieving

We start with an outline of the procedureof lattice sieving,which wasintro duced
by Pollard. We givea brief description of the problemsencountered whenonewants
to implement this in an e�cien t way. Theseproblems,aswell asa practical solution
to them, werealso described by Pollard. We present a solution which we believe to
be more elegant and which probably savesa constant factor over Pollard's method.

A special q-pair is a pair (q; � ) such that q is a prime and f (a; b) � 0 mod p if
a � �b mod q. To carry out lattice sieving for a special q pair, one calculates a
reducedbasis

�
(a0; b0); (a1; b1)

�
of the lattice of all (a; b) 2 Z2 with a � �b mod q.

For highly skewed GNFS polynomials, a weighted scalar product is used for the
reduction. Then onelooksfor pairs (a; b) = i (a0; b0)+ j (a1; b1), with (i; j ) belonging
to the sievingregionA de�ned by the two conditions � I =2 � i < I =2 and 0 < j � J ,
for which f (a; b)=q is B0-smooth and g(a; b) is B1-smooth, where B0 and B1 are
appropriate factor base bounds for the lattice siever. One is only interested in
such a pair if i and j are coprime. To determine such pairs, one expressesboth
polynomials in (i; j )-coordinates

h0(i; j ) =
f (ia0 + j a1; ib0 + j b1)

q
h1(i; j ) = g(ia0 + j a1; ib0 + j b1)

and considersthe factor basesB � consisting of all sublattices p � Z2 such that the
order Z2=p is a prime p =: N (p) < B � which divides h� (i; j ) if (i; j ) 2 p. Note
that, with �nitely many exceptions,N (p) is the norm of the ideal belonging to p.
For each � 2 f 0;1g, one calculates B � (by expressinga precalculated factor base
for the original polynomial pair in (i; j )-coordinates), initializes a sieve array with
S[i ][j ]  0 for all (i; j ) 2 A , and then adds log(N (p)) to S[i ][j ] for each p 2 B� and
each (i; j ) 2 p \ A . Then one takesa closer look at the (i; j ) 2 A for which S[i ][j ]
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is large after both passes.All implementations we are aware of usea sieve array of
bytes and a one byte approximation to log(N (p)). This appears to be preferable
sincememory throughput is oneof the limiting factors for the speedof sieving, and
sincehigher accuracy is not normally necessary.

If p = N (p) doesnot exceeda small multiple of I and if p doesnot correspond
to the in�nit y point of the projective line P1(Z=pZ), then sieving proceedsby the
usual line sieving procedure as follows: For 0 < j � J , one attempts to calculate
the smallest i with (i; j ) 2 A \ p, proceedingto the next factor baseelement if no
such i exists. Then one increments S[i ][j ] by log(N (p)) and, replacing i by i + p,
iterates this procedureuntil i � I =2. If p is de�ned by the condition pjj , then the
sameprocedure may be used if the roles of i and j are interchanged. In practice
this exception is encountered only �nitely many times, since one has irreducible
polynomials depending on both i and j . If this exception occursonly �nitely many
times, or if the quotient I =J is bounded from above and below, then for I > J > 1
and B � > 10 the cost of using this procedurefor all elements of B � is

O
� J B �

log(B � )
+

X

p2 B �

I J
N (p)

�
= O

� J B �

log(B � )
+ I J log(logB � )

�
:

The �rst summand of the left hand side contains the initialization costs and the
error made when the number of elements of Z � f j g \ A \ p is approximated by
I =N (p). The transition to the right hand sideis madeby an application of Merten's
law for number �elds. For the naive method of sieving described above, this cost
estimate cannot be improved. For B � � I , the �rst summand (containing the
initialization cost per j ) dominates. This means that it is necessaryto look for
a di�eren t treatment of the factor baseelements with N (p) � I if one wants to
obtain a procedurewith heuristic run time

(1) I J log log(B � ):

Pollard [Pol] achievesthis by calculating a reducedbasis(b� )1
� =0 of the lattice p.

Using e�ectiv ely computable bounds for the coe�cien ts (x; y) 2 Z2 of the represen-
tation of an element s 2 A \ p ass = xb0 + yb1, oneobtains an algorithm whoserun
time is, at least heuristically, given by (1). This method is also described in [BL]
and [GLM ] and has been used in the lattice siever, written by A. Lenstra, which
wasusedin the RSA130{RSA155GNFS recordsand in the SNFSrecordsobtained
during that time.

Our method of lattice sieving dependson the following two facts:

Prop osition 1. Let p � Z2 be a lattice such that Z2=p is cyclic of order p, and
such that Z � f 0g \ p = pZ. Let a number I � p be given. Then there exists a
unique basis f (�; � ); (
 ; � )g of p with the following properties:

� We have � > 0 and � > 0.
� We have � I < � � 0 � 
 < I .
� We have 
 � � � I .

If (i; j ) 2 p satis�es � I < i < I and j � 0, then (i; j ) = k(�; � ) + l (
 ; � ) with k � 0
and l � 0.

Proof. Our assumptions imply the existenceof an integer r such that 0 � r < p
and p =

�
(i; j ) 2 Z2

�
� i � r j mod p

	
. We de�ne a sequenceof integer pairs by

(i 0; j 0) = (� p;0), (i 1; j 1) = (r; 1), and (i k+1 ; j k+1 ) = (i k � 1; j k � 1) + ak (i k ; j k ), where
the positive integer ak is obtained by rounding ji k � 1=ik j towards 0. The sequence
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stops if i k = � 1. By induction, (i k � 1; j k � 1) and (i k ; j k ) form a basisof p. It is easy
to seethat j k is positive for k > 0, and that the sequence(� 1)k+1 i k is a strictly
decreasingsequenceof non-negative integers. Therefore, and becauseof i 0 � � I ,
there exists an integer k > 0 with ji k j < I and ji k � 1 j � I . Let a be the smallest
integer with ji k � 1 j � a ji k j < I . If k is odd, then (�; � ) = (i k � 1; j k � 1) + a(i k ; j k )
(we have � > 0 since a > 0 and j k > 0) and (
 ; � ) = (i k ; j k ) are easily seento
satisfy all three conditions. For even k, the same holds for (�; � ) = (i k ; j k ) and
(
 ; � ) = (i k � 1; j k � 1) + a(i k ; j k ). This proves the existenceof a basis of p with the
properties described above.

Let f (�; � ); (
 ; � )g be a basisof p satisfying theseconditions. Also, let (i; j ) 6= 0
satisfy the conditions of the last assertion of the proposition. Since (i; j ) 2 p, we
have (i; j ) = k(�; � ) + l (
 ; � ) with integers k and l . We have to show that both
k and l are non-negative. If this fails to hold, then either both of them are non-
positive, with one of them being negative, or they are both di�eren t from zero and
have di�eren t signs. The �rst possibility yields the contradiction j < 0 since� and
� are both positive. The secondpossibility leadsto the contradiction

jk� + l 
 j = jl j 
 � jkj � � 
 � � � I ;

where the equality holds becausek� and l 
 have the samesign.
We have just shown that the secondassertion of the proposition holds for each

lattice basesatisfying the assumptionsof the �rst assertion. This implies that (�; � )
coincideswith the element (i; j ) of [1 � I ; 0] � (0; 1 ) \ p for which j is smallest,
whereasthe other basisvector is the element of [0; I � 1] � (0; 1 ) \ p for which j
is smallest. This provesthe uniquenessassertion. �

Prop osition 2. Let p, I , (�; � ) and (
 ; � ) be the same as in the previous propo-
sition. Let A 2 N and ~A = Z2 \

�
[A; A + I � 1] � Z

�
. Let (i; j ) in ~A \ p. If

(i 0; j 0) 2 ~A \ p where j 0 > j and j 0 is as small as possible,then

(2) (i 0; j 0) = (i; j ) +

8
><

>:

(�; � ) i � A � �
(
 ; � ) i < A + I � 


(�; � ) + (
 ; � ) A + I � 
 � i < A � �

Proof. It is easy to seethat precisely one of the three casesoccurs, and that the
right hand side of (2) is always an element of ~A \ p whosesecondcoordinate ĵ is
> j . If (~i; ~j ) 2 ~A \ p with ~j > j , then 1 implies

(~i; ~j ) = (i; j ) + k(�; � ) + l (
 ; � )

with k � 0, l � 0 and k + l > 0. In the �rst and third case,the condition ~i < A + I
is violated if k = 0 and l > 0. Therefore, k > 0 in the �rst and third case.Similarly,
the condition ~i � A forcesl > 0 in the secondand third case.In all three cases,we
obtain ~j � ĵ . �

Remark 1. We outline someimplementation details for the application of proposi-
tion 2 to lattice sieving. First of all, it is possible to restrict to the caseJ � I =2
by exchanging the two coordinates of A and using the fact that (i; j ) and � (i; j )
are equivalent number �eld sieve reports. Recall that A = [� I =2; I =2 � 1] � [1; J ].
If p is a factor baseelement with p = N (p) � I which violates the assumption of
proposition 1, then p is de�ned by the congruencepjj , which contradicts (i; j ) 2 A .
Therefore, propositions 1 and 2 can be applied to all factor base elements with
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p\ A 6= ; which are not treated by the line sieving procedure. For such factor base
elements, onedoesnot store the pairs (�; � ) and (
 ; � ) but the numbersa = � I + �
and c = � I + 
 . Before starting the inner sieving loop which will produce all ele-
ments of A \ p, one calculates the bounds b0 = � � and b1 = I � 
 from a and c.
The elements (i; j ) of A \ p are parametrized by x = j I + i + I =2, and the sieve
array S is treated as a one-dimensionalarray. After calculating (by application of
2 to the pair (0; 0)) the smallestx or reading somepreviously usedx from memory,
the inner sieving loop proceedsin the following steps:

� i  x%I
� S(x)  S(x) + log(N (p))
� If i � b0, x  x + a.
� If i < b1, x  x + c

which are executeduntil x � I (J + 1). If I is a power of 2, the �rst step is just a
bitwiseAND. In our SNFSand GNFS records,aswell as in the RSA140and RSA155
factorizations, I was a power of 2.

The �rst two steps are always independent of each other, and at least some
substepsof steps3 and 4 are independent of each other and of step 2. Also, steps3
and 4 are easily implemented in a jump-free way on a modern CPU. For these
reasons,and becausea truncated Euclidean algorithm is probably faster than a
lattice reduction in most cases,the procedure is probably very fast. However,
we have no comparisons with implementations of other lattice sieving methods
optimized for the sametarget machines.

In reality, the sieving region is broken into blocks of size L 1 equal to the L1
cache, and for primes exceedingthe cache size the secondstep is not carried out
directly. Instead, the remainder of x modulo L 1 is pushed to the appropriate
entry of a one-dimensionalarray of stacks containing one stack for each L1 block.
When the i -th block of sizeL 1 is sieved, the entries x i;j of the i -th stack are read
and the appropriate value is added at o�set x i;j of an array of bytes of size L 1.
To reducethe amount of memory usedby this method, and to make it more cache
e�cien t, this procedureis actually brokeninto several stepscorresponding to several
intermediate boundson the factor baseprimes. For instance, for factor baseprimes
L 1 � p � 16L 1, the values x i;j are only stored for 16 adjacent values of i . For
larger primes, more adjacent values of i have to be consideredin order to retain
the log log-behaviour of Merten's law.

To facilitate the trial division sieve ([GLM]), we also store a hint which allows
the reconstruction of the factor baseelement. The trial division sieve is carried out
seperately for each of the subregionsof sizeL 1 of the sieve region.

Remark 2. Let (i k ; j k ) be the sequenceconsideredin the proof of proposition 1. It
is easyto seethat the quotients nk =j k , where nk = (j k r � i k )=p, are the continued
fraction approximations to r=p. The pair (�; � ) or (
 ; � ) whosesecondcoordinate is
smallestcorrespondsto the �rst diophantine approximation n=m = [0; a1; : : : ; ak � 1]

to r=p with
�
�
� mr

p � n
�
�
� < mI . The other pair is only a one-sideddiophantine ap-

proximation to r=p, and corresponds to [0; a1; : : : ; ak � 1; a] with 1 � a � ak . This
explains the title of the paper and explains why proposition 1 is a modi�cation of
the well-known theoremabout diophantine approximations and continuedfractions.
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2. Splitting the sieving region

A simple parallelization of lattice sieving may split the sieving region A = Z2 \
([� I =2; I =2� 1]� [1; J ]) into piecesA a = Z2 \ ([� I =2; I =2� 1]� [aJ1 + 1; (a+ 1)J1])
with 0 � a < K = J=J1, where J1 divides J . Each of the K nodesstoresall factor
base elements with N (p) < I J1. The other factor base elements are distributed
among the K nodes. The a-th node calculatesall elements of A a \ p for the factor
base elements with N (p) < I J1. For the other factor base elements, it receives
part of the information from the other nodes. For its own shareof the factor base
elements with N (p) � I J1, the node calculates the elements z of p \ A and sends
them to the destination node with z 2 A a . For the factor base elements with
N (p) < I J1, the a-th node has to calculate the element of A a \ p whosesecond
coordinate is smallest. This is easily seen to be a special caseof the following
problem.

Let p, a = (�; � ), c = (
 ; � ) and ~A be the same as in proposition 2. Let
i = (i; j ) 2 ~A and D > 0 be given, and let ~i = (~i ; ~j ) be the element of ~A \ p whose
secondcoordinate is the smallestpossiblewith ~j > j + D . To determine~i, onemay
proceedin the following steps:

Step 1: Let (0; D ) = � a + � c, and let x and y be obtained by rounding the
rational numbers � and � (which are easily seento be positive) towards
zero. Let i1 = (i 1; j 1) = i + (x + 1)a + yc, i2 = (i 2; j 2) = i + xa + (y + 1)c,
and i3 = (i 3; j 3) = i + (x + 1)a + (y + 1)c. We have i 1 � i < A + I and
i 2 � i � A. If i 1 � A, then output i1 if j 1 > j + D and go to Step 2 if
j 1 � j + D . If i 2 < A + I , go to Step 3 if j 2 � j + D and output i2 if
j 2 > j + D . If i 1 < A and i 2 � A + I , output i3.

Step 2: We have i1 2 ~A \ p. An iterated application of proposition 2 to this
pair shows that (~i; ~j ) can be found as follows: Let l be the largest non-
negative integer with i 1 + l � � A and j 1 + l � � j + D . If i 1 + (l + 1)� � A,
output i1 + (l + 1)a. Otherwise, output i3 + la if i 3 + l � < A + I or i3 + (l + 1)a
if i 3 + l � � A + I .

Step 3: We apply a similar procedure to i2: Let l � 0 be the largest integer
with i 2 + l 
 < A + I and j 2 + l � � j + D . Output i2 + (l + 1)c if the �rst
entry of this pair is < A + I . Otherwise, output i3 + lc or i3 + (l + 1)c,
preferring the �rst pair if its �rst entry is � A.

In steps 2 and 3, we repeatedly apply proposition 2 to a pair i + x0a + y0c where
the coe�cien t of one of the basisvectors satis�es x0 � � or y0 � � . As soon as the
other basisvector is added, the repeatedapplication of (2) will producean element
of ~A \ p with secondcoordinate > j + D , but it may do so earlier. This justi�es
steps 2 and 3, and it remains to justify step 1 in the caseswhere it producesthe
output.

If i 1 � A, then i1 2 ~A \ p, and every element î = (î; ĵ ) of ~A \ p with ĵ < j 1 has,
by application of proposition 1 to i1 � î , the form i + x̂a+ ŷc with x̂ � � and ŷ � � .
This demonstratesĵ � j + D , and implies ~i = i1 if i1 2 ~A \ p and j 1 > j + D . A
similar consideration justi�es step 1 if i 2 < A + I .

It remains to justify step 1 if i1 62 ~A and i2 62 ~A. In this case,i 3 = i 1 + 
 <
A + 
 < A + I , i 3 = i 2 + � � A + I + � > A, and j 3 > j + � � + � � = j + D , which
provesi3 2 ~A \ p with j 3 > j + D . If î 2 ~A \ p with secondcoordinate ĵ < j 3, then
an application of proposition 1 to i3 � î gives î = i + x̂a + ŷc with x̂ � x + 1 and
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ŷ � y + 1, where oneof theseinequalities must be strict. If only the �rst inequality
is strict, we obtain the contradiction î � i 2 � A + I . If the secondinequality is
strict while the �rst one is not, we have the contradiction î � i 1 < A. Sinceboth
inequalities are strict, we have x̂ � � and ŷ � � , which implies ĵ � j + D . The
justi�cation of the above procedure is complete.

3. Paralleliza tion of the la ttice siever

If just a few nodes are involved, then the all-to-all communication scheme ex-
plained in the last subsection may be appropriate. This may change for larger
projects like RSA1024, which may need factor basesizesup to 1010. This means
that up to a few hundred nodesare involved. It is the aim of this section to analyse
the Bernstein cost function for a large multicomputer dedicated to sieving.

For line sieving,wesupposethat the \mathematical" sievingregion is a+ ([0; A]\
Z) � Z, whereA = 2k+ l is a power of two and a is a vector in the domain of de�nition
of the polynomial pair. It is mapped bijectively to the interval ~A = Z \ [0; 2k+ l � 1]
which is divided into 2l piecesof size2k . In the caseof the lattice siever, the same
is achieved by mapping A = [� I =2; I =2� 1] � [1; J ] \ Z2 bijectively to ~A, mapping
(i; j ) to (j � 1) � I + i + I =2. In this case, it is assumedthat 2k+ l = I J . For
the sake of simplicit y, we always assumeN (p) < 2k+ l for factor base elements.
This assumption is reasonableup to a factor of at most log(k + l), sinceotherwise
initialization costs start to dominate over sieving costs. For a factor baseelement
p, ~A p denotesthe image of A \ p under the bijection A

�=� � ! ~A .
The parallel computer consistsof l + 1 layers,each containing 2l nodes. The b-th

layer, 0 � b � l , contains the nodes N a;b , 0 � a < 2l . If b > 0, then Na;b has an
outgoing connection to N a;b� 1 and to Na� 2b� 1 ;b� 1, where in a � 2b� 1 the +-sign is
chosenif the remainder of the division a=2b is < 2b� 1, and the � -sign is chosenif
this remainder is � 2b� 1. Each node only looks at a part B (a;b)

� of the factor base
and a part ~A a;b of the sieving interval. We put ~A a;0 = Z \ [a2k ; (a + 1)2k � 1]. For
b > 0, we put ~A a;b = ~A a;b� 1 [ ~A a0;b� 1 where Na0;b� 1, a0 6= a is the unique node in
layer b� 1 connectedto N a;b . Let B (0)

� consist of all p 2 B � such that N (p) < 2k .

For b > 0, let B (b)
� consist of all p 2 B� such that 2k+ b� 1 � N (p) < 2k+ b. We

assumethat, for each p 2 B (b)
� , a random number rp 2 Z \ [0; 2b � 1] is calculated

such that the rp are equidistributed and statistically independent. This means
that for j distinct elements of B (b)

� and (i 1; : : : ; i j ) 2 [0; 2b � 1] the probabilit y of

rpm = i m for each m with 1 � m � j equals2� bj . We de�ne B (a;b)
� to be the set

of all p 2 B (b)
� for which rp is equal to the remainder of the division of a by 2b. It

is easyto seethat for each pair (x; p) 2 ~A � B � , there is precisely one node N a;b

with x 2 ~A a;b and p 2 B (a;b)
� . and ~A a;b;p = ~A p \ ~A a;b for all factor baseelements

and (a; b)-pairs. The preimageof ~A a;b in A will be denoted by A a;b .
The hostsNa;0 of the bottom layer actually allocatememory for an array of bytes

S[x] with x 2 ~A a;0. All hosts Na;b allocate memory for the elements of B (a;b)
� . In

addition, all hosts have to allocate somebu�ers for the communication described
below.

The sieving of a special q by the parallel computer takes l + 2 steps which we
describe now, at least in the caseof line sieving. In step 0, N a;b calculates the set
S a;b of all pairs (x; p) with p 2 B (a;b)

� and x 2 A a;b;p. If b = 0, then log(N (p)) is
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added to S[x] for each pair (x; p) 2 S a;b . Otherwise, Na;b sends(x; p) to Na0;b� 1,
where a0 is determined by the conditions that the target node is one of the two
nodesto which Na;b has an outgoing connection, and that x 2 ~A a0;b� 1.

In step s, where 1 � s � l , the nodes N a;b with b + s � l have received
from one of their two links in layer b + 1 all pairs (x; p) 2 S a;b+ s;b, the subset
of

S
a0� a mo d 2b S a0;b+ s de�ned by the condition x 2 ~A a;b . It dealswith thesepairs

in the sameway as with the pairs which it calculated in step 0. If b = 0, log(N (p))
is addedto S[x]. Otherwise the pair (x; p) is sent to the node N a0;b� 1 to which Na;b

has an outgoing connection and for which x 2 ~A a0;b� 1. The nodes with b > l � s
are idle in this step.

In step l + 1, the nodes of the bottom layer determine the set of all x 2 ~A a;0

for which S[x] exceedsa certain threshold. For such x, they calculate the value
of the norm polynomials, test them for smoothness,and output the sieve report if
the norm polynomial is found to be smooth. Countless variations to this scheme
may be considered. First of all, one has to decide whether the above procedure
is carried out for � = 0 only or for both values of � . If sieving is only done for
� = 0 (as proposedby Coppersmith [Cop] and Bernstein [Ber]), then all survivorsof
sievingon this sidehave to be fed to the elliptic curve test. Otherwise, the nodesof
the bottom layer have to allocate two (or more, if Coppersmith's multi-p olynomial
version is used)sieve intervals. In this case,the inter-node communication also has
to keep track of � . It is also possibleto use a trial division sieve if, for somecut-
o� parameter b0, the nodes of the bottom layer store the elements of

S l
b= b0 S a;b;0

instead of just adding log(N (p)) to S[x].
Recall our announcement that the above procedure needssomemodi�cation if

the lattice siever is to be parallelized. Before we describe this modi�cation, we give
an estimate of Bernstein's cost function for the parallelized line siever. We �x k
and assumel ! 1 . Let n be the polynomial norm and d be the polynomial degree.
By Chebychev's prime number theorem, the number of elements in B (b)

� is � d2k + b

k+ b

unconditionally, and � 2k + b

k+ b heuristically.1 In any case,their number is � 2k+ b up

to factors which are at most polynomial in d. The number of elements ~A a;b;p with
p 2 B (b)

� is O(1) with implied constant depending on k for b = 0 and independent of

k if b > 0 . If the elements of B (b)
� are evenly distributed among the nodesof layer

b which treat the samesubset of ~A , then the amount of memory of N a;b needed
for storing B (a;b)

� and S a;b , as well as the execution time of step 0, are of at most
polynomial growth in d and l . The fact that we useda random number generator
to distribute B (b)

� over the nodesintro ducessomedi�culties which are easily dealt
with sincethey are similar to, but easierthan the problemsencountered in the later
steps.

Since it is not easyto prove useful unconditional inequalities for the number of
elements in S a;b0;b with b0 > b, the cost of steps1 to l is more di�cult to estimate.
It is only possibleto prove a probabilistic result. Let

S tot
a;b0;b =

�
(x; p)

�
� p 2 B (b0)

� and x 2 ~A a;b;p
	

1We write f (x) � g(x) if there exists a constant C such that 0 � f (x) � Cg(x) for all x of the
domain of de�nition of both functions.
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This set does not change if a varies in a certain block of 2b consecutive integers,
and is the union of S a0;b0;b with a0 varying in this block:

S tot
a;b0;b =

a0 2b+1 � 1[

a0= a0 2b

S a0;b0;b for 2ba0 � a < 2b+1 a0.

To estimate the number of elements in this set, note that its elements are related
to prime divisors of the polynomial valuesat the 2b+ k elements of A a;b . Sinceeach
prime factor is � 2b0+ k , the number of elements in S tot

a;b0;b is

(3) Na;b0;b := #
�
S tot

a;b0;b

�
�

(d(l + log jaj) + logn)2k+ b

k + b0 :

Note that the sets S tot
a;b0;b depend only on the sieving task, not on the random

distribution of the factor baseelements over the nodesin layer b0. This is no longer
the casefor S a;b0;b: An element (x; p) of S tot

a;b0;b belongs to S a;b0;b if and only if
2b divides rp � a, where r p is the random variable intro duced in the description of

B (a0;b0)
� . This meansthat the random variables r (x; p) associating to (x; p) 2 S tot

a0;b0;b

the number a with x 2 S a;b0;b are equidistributed over a block of 2b consecutive

integers. Sincewe are working with the line siever and since the elements of B (b0)
�

satisfy N (p) > 2k+ b, it is easy to see for each p 2 B (b0)
� there is at most one

(x; p) 2 S tot
a;b0;b. Since the rp are statistically independent, this implies that the

r (x; p) are also statistically independent.
Now we assumethat the communication bu�er of node N a;b , which is allocated

before sieving starts, contains at least

(4) M a;b0;b =
�

l (( l + log(jaj))d + logn)2k

k + b0

�

elements. It is assumedthat the nodes are programmed in such a way that they
never write past the end of their communication bu�ers. Instead, they abort a
sieving for which the communication bu�er over
o ws, or split the transmission
into several passesif this occurs. For the sake of simplicit y, we assumethe �rst
possibility. The probabilit y that a sieving task is aborted becauseof bu�er over
o w
in node Na;b in step b0 � b is

pabort (a; b0; b) �

N a;b 0;bX

s= M a;b 0;b +1

2� bs(1 � 2� b)N a;b 0;b � s
�

Na;b0;b

s

�

�

N a;b 0;bX

s= M a;b 0;b +1

2� bs
N

N a;b 0;b

a;b0;b

ss(Na;b0;b � s)N a;b 0;b � s

�

N a;b 0;bX

s= M a;b 0;b +1

�
2� bs e � Na;b0;b

s

� s
(5)

�
� C

l

� l

for some constant C. The total probabilit y of a sieving task being aborted is
bounded by (l + 1)22l times this expression,and is easily seento tend to zero as
l ! 1 .
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The cost of building a node which is able to allocate a communication bu�er
of at least (4) elements of size 2 � (k + l) bits grows at most polynomially in l ,
log(jaj n) and d. If the communication bu�er doesnot over
o w, then the execution
time for each of the stepsis alsoboundedby a multiple of the maximum of (4) over
0 � b < b0 � l times somepower of k + l . We arrive at

Prop osition 3. Using the parallel siever described above, the Bernstein cost func-
tion for executing a line sieving task of size 2k+ l , with factor base bound < 2k+ l ,
polynomial norm n and degree d and with probability of success tending to 1 as
l ! 1 uniformly in n and d, is

� k
�
l + d + log(jaj n)

� O(1)
2l :

The parallelization of the lattice siever is similar to the caseof the line siever,
with one exception. For the line siever, we made use of the fact that the number
of elements of ~A a;b;p is � 1 if N (p) � 2k+ b. This still holds for the lattice siever if
2k+ b � I . Otherwise, the number of \hits" of this factor baseelement in ~A a;b may
be as large as 2k+ b=I , even if N (p) is much larger than 2k+ b. This may occur if
one of the two basisvectors in proposition 1 is extremely short. For this reason,it
is necessaryto �x someconstant K and modify the procedureas follows:

� In step 0, the node Na;b applies the procedure explained in the proof of
proposition 1 to the elements of B (a;b)

� . It determinesthe smallest element
of ~A a;b;p, using the procedureoutlined in the secondsubsection. If b = 0,
it carries out the sieving with this factor baseelement. If b > 0, there are
two integersa0 for which Na;b has an outgoing connection to N a0;b� 1. For
each of them, Na;b determineswhether the number of elements of ~A a0;b� 1;p

is < K. In this case,it sendsthe pairs (x; p) with x 2 ~A a0;b� 1;p to Na0;b� 1.
Otherwise, it treats p as degenerateand sendsonly p itself. This exception
can be encoded, for instance,by sendingthe pair (x; p) with somex outside
A a0;b� 1.

� In steps 1 through l , the hosts deal with the (x; p) pairs they receive in
precisely the sameway as for line sieving. If a host receivesan exceptional
factor baseelement p, it dealswith p in the sameway as with the elements
of B (a;b)

� in step 0.
The last step works in the sameway asfor line sieving. The constant K could be set
equal to 1 (such that all factor baseelements are treated as exceptional) without
seriously changing the outcome of our asymptotic analysis, but in practice it is
larger and its optimal value may increasewith l . In any case,the proceduremakes
sure that no node, with the possibleexception of the nodesin layer 0, spendsmore
than somepower of (k + l) of computing time or memory on a single factor base
element which it treats. De�ning S tot

a;b0;b and S a;b0;b in the same way as for line
sieving, our considerationsfor (3) imply

(6) #
�
S tot

a;b0;b

�
�

(d(l + logq) + logn)2k+ b

k + b0

for the lattice siever. In particular, the number of factor baseelements contributing
to S tot

a;b0;b is bounded by the right hand of this expression.If at least

(7) M a;b0;b =
�

(K + 1)
l (( l + logq)d + logn)2k

k + b0

�
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elements are allocated in the communication bu�er, then our analysis for the line
siever goes through. For the nodes of layer 0, we have S tot

a;0 = S a;0, and a direct
application of (6) proves that the computing cost for the nodes of layer 0 stays
acceptable, although some factor base elements with N(q) > I may, in the case
where I < 2k , give an exceptionally high contribution to it. We obtain:

Prop osition 4. Using the parallel siever described above, the Bernstein cost func-
tion for executing a lattice sieving task of size 2k+ l , with factor basebound < 2k+ l ,
polynomial norm n and degree d and with probability of success tending to 1 as
l ! 1 uniformly in n and d, is

� k
�
l + d + log(qn)

� O(1)
2l ;

where q is the special q treated by the siever.

Remark 3. In a GNFS factorization, k + l , d and logn, log(q) and log(jaj) are all
proportional to somepower of the logarithm of the number which is to be factored.
This givesa cost estimate

� (k + l)O(1) 2k+ l :

Using elliptic curve smoothnesstests, Bernstein also achievescost

2(k+ l )(1+ r k + l )

with rn = o(1) as n ! 1 , but in his casenr n grows like a multiple of
p

n since
the elliptic curve method is usedfor smoothnesstests. This meansthat his sieving
method is asymptotically inferior to the straightforward parallelization presented
here. Of course, at some point physical problems will prevent the realization of
our design becausethe geometry of three-dimensional Euclidean spacedoes not
permit the building of arbitrarily large butter
y multicomputers with uniformly
boundedcommunication costsper direct link and unit of information. For projects
of a hugesize,the communication lines of the butter
y multicomputer will become
so long that, Bernstein's design will win but we expect that this does not occur
in the range which is currently feasible,even for the worlds most powerful states.
For instance, the multicomputers neededto complete a sieving task for RSA1024
within a few minutes would probably only be medium sizedby modern standards,
and it should not be di�cult to realize the design using standard fast network
equipment. Larger projects will require larger clusters, but as long as the latency
time of the communication is at most a few secondsand the throughput rate remains
as decent as with contemporary LINUX clusters, neither the cost per node nor the
time required to complete a single sieving task (as opposedto the total number of
sieving tasks) will explode. We do not expect ECM smoothness testing to break
evenunlessthe cryptanalyst hasthe resourcesto �ll his entire country with powerful
multicomputers, each of which has the sizeof a major city.

For smaller projects, the di�erence between the two methods is similar to the
di�erence between the MPQS method and a CONFRAC implementation using
elliptic curve smoothnesstests.

Remark 4. Modi�cations to the above schemeare, of course,possible. It is possible
to intro duce more than two rami�cations per node. It is also possibleto \pro ject"
the entire multicomputer to its bottom line. This increasesthe cost per node by
a factor of l , while it decreasesthe number of nodes by the same factor. The
computing time per special q will, however, increase.
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